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About the Workshop 13" June 2022

The Ransomware attacks are increasing day by day and is becoming major threat to the nations’ cyber
space. Ransomware has become one of the fastest growing cyber threats with an increase of 62% in the
year 2021. Around 120 different new ransomware variants were detected in the last one year and it is
expected to rise in the future. The manufacturing, health care, media, energy, public sector and financial
services sectors were affected by the Ransomware attacks in the recent years. In this scenario to protect
the data and services provided by an organization, it is important to ensure that the systems and
infrastructure are secured from ransomware attacks. This one-day webinar will give participants an insight
of the ransomware attack vectors, campaigns, operational details, defence tactics to deal ransomware
attacks and standard operating procedures in case of a suspected attack. The need for defence in depth and
backup procedures will also be highlighted in the webinar.

Topics to be covered

e Introduction to Ransomware

Speakers from

R&D Labs,
e Best Practices to Prevent Ransomware attacks Academic

e Defend Ransomware and Protect Data/Services

Institutions

e Backup Strategy for Ransomware Attack Recovery
and Industry

e Ransomware Attack — Incident Handling

e Ransomware Analysis
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Webinar Link: We will share the link for the webinar through the email for registered participants.

Target Participants: CISOs, Personnel handling IT infrastructure of State/Central Government organizations,
PSUs, Govt. R&D Labs and Academic Institutions

All are requested to register through the registration link for the webinar (No Registration Fee)

e-certificate will be issued to registered participants after attending all the sessions

Duration: 10 am to 5 pm
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Registration Link: https://forms.gle/rhmUmZzJobcACgiyvoU9

For more details contact: For more details : https://setsindia.in/ransomware_awareness
Dr. TR. Reshmi Dr. P. Nageswara Rao
Technical Coordinator Coordinator
Phone: 044-66632522 Mobile: 9884143131

eMail: reshmi@setsindia.net eMail: workshop@setsindia.net
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